Clinical Summary

How to open a secure email

1. The patient will receive the email message below

From: Sent: Thu 5/5/2011 11:34 AM
To:
Cc
Subject: Secure Message from Midwest Heart Specialists
FY

From- <Clinicalsummary@midwestheart.com>

Date: May 5. 2011 11:30 AM
Subject: Secure Message from Midwest Heart Specialists
To:

You have received a Secure Message from Midwest Heart Specialists:

clinicalsummary@midwestheart.com

To read this message securely, please click this link:

hitps:/kevs midwestheart.com/b/b_er=mhansen(925%40gmail com&n=MgO7ip4cVO%
2BOcbOCNB3IH2A%3D%3D
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If vou require assistance on viewing this email please follow our step by step instruction link below
http-//www midwestheart. com/SecureEmailHelp
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2. The patient will click on the link enclosed




3. The first time they receive a secure message from Midwest Heart, they will be required to
create a password. The password will be required each time they receive a secure message.

{= PGP Universal: Web Messenger, - Create lows Internet Explorer provided by Midwest Heart Spes
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You have rece an encrypted message from Midwest Heart Speci

Please create a passphrase to secure future messages delivered to you.
Here are some recommendations for protecting your passphrase

Use at least 8 characters for your passphrase

Use non-alphabetic characters such as numbers or punctuation marks
Use an easy to remember passphrase that you don't need to write down.
Don'tuse obvious passphrases that can be easily guessed

Don't make your passphrase a single word.

Don'tuse famous quotations.

Passphrase: \ |

Confirm Passphrase: ‘ |
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4. Once a password is created, click "Continue"
5. On the next screen, they can just select "Choose Option" and keep the settings as they appear

= PGP Universal: Web Messenger - Settings - Windows Internet Explorer provided by Midwest Heart Specialists
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Secure Messaging Settings

You are currently registered as a PGP Web Messenger user.

Please select how you would like to receive future messages from Midwest Heart Specialists

(&) PGP Universal Web Messenger

Let me read all my messages from Midwest Heart Specialists securely on this Web site.
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6. After selecting "Choose Option", the email will open up and the email content will be viewable



If a patient does not remember their password...

The first time a patient receives a secure email they will need to follow the steps above in order to
create an account.

The next time they receive a secure email, they will be redirected to the website below when they click
on the link in the email.

K" PGP Universal: Web Messenger - Login - Windows Internet Explorer provided by Midwest Heart 5pecialists
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Welcome to Midwest Heart Specialists Secure
email using Web Messenger

Please enter your passphrase:

In order to gain access to your account and messages you must i ress: || |

first enter your email and passphrase associated with this account. Passphrase:
I lost my passphrase
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At this point, they will need to enter their email address and password they initially created.

If they cannot remember their password, there is an option underneath the login to select "I lost my
passphrase"

versal: Web Messenger - Reset Passphrase - Windows Internet Explorer provided by Midwest Heart Specialists
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They need to enter R

in their email Reset Passphrase

address and hit

" " Flease enter your email address to receive a link where you can safely reset your passphrase. Your current passphrase will remain active
Send until you enter a new one.

Email Address:

© 1991-2008 PGP Corporation. All Rights Reserved.



The patient will receive the following message after verifying their email address:

I (= PGP Universal: Web Messenger - Passphrase Reset Message Sent - Windows Internet Explorer provided by Midwest Heart Specialists
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Passphrase Reset Message Sent

You will receive an email containing a link to reset your passphrase. Please note that you can only reset your passphrase once every 24
hours.
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Select "OK" to close out of this message

Return to email and there will be a message with a subject line of "Midwest Heart Specialists Secure
E-mail Password Reset" from PGP Universal

From: Sent: Thu 5/5/2011 12:06 PM
Taoe
Cc
Subject: Midwest Heart Specialists Secure E-mail Password Reset
FY

—————————— Forwarded message ————

From: "PGP Universal" <do-not-replvi@midwestheart com>
Date: May 5, 2011 12:04 PM

Subject: Midwest Heart Specialists Secure E-mail Password Reset
To-

You can reset vour passphrase by clicking on the following URL

https:/kevs. midwestheart. com/b/rp.e rid=4NWESIFM35GFQ6INDIC3602UMY

The patient will click on the link provided




They will be directed to create a new password.

{= PGP Universal: Web Messenger - Passphrase - Windows Internet Explorer provided by Midwest Heart Specialists
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Create Your Passphrase

Your passphrase has been reset. Please enter a new passphrase

Here are some recommendations for protecting your passphrase:

# Use at least 8 characters for your passphrase.

Use non-alphabetic characters such as numbers or punctuation marks.
Use an easy to remember passphrase that you don't need to write down
Dont use obvious passphrases that can be easily guessed.

Don't make your passphrase a single word

Dont use famous guotations

Passphrase: | ‘

Confirm Passphrase: ‘ ‘
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Once a new password is created, they can click "Continue".

At this point, they will be able to view all their messages from Midwest Heart.



